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Reviewers
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vulnbot 42 416 An

? CVE-2021-26296 [ b U F—YENTWEEA
vulnbot 42 440 M

we 7 CVE-2019-18243 CVSS3 undef/undef HMI/SCADA iFIX (Versions 6.1 and prior) allows a local authenticated user to modify system-wide iFIX
configurations through the registry. This may allow privilege escalation.

we 7 CVE-2021-21318 CVSS3 undef/undef Opencast is a free, open-source platform to support the management of educational audio and video
content. In Opencast before version 9.2 there is a vulnerability in which publishing an episode with strict access rules will overwrite the cu ..

we 7 CVE-2021-27329 CVSS3 undef/undef Friendica 2021.01 allows SSRF via parse_url?binurl= for DNS lookups or HTTP requests to arbitrary
domain names.

we 7 CVE-2021-27335 CVSS3 undef/undef KollectApps before 4.8.16¢ is affected by insecure Java des
Execution via a ysoserial.payloads.CommonsCollections parameter.

tion, leading to Remote Code

vulnbot A58 640 A

we 7 CVE-2020-35592 CVSS3 undef/undef Pi-hole 5.0, 5.1, and 5.1.1 allows XSS via the Options header to the admin/ UR. A remote user is able to
inject arbitrary web script or HTML due to incorrect sanitization of user-supplied data and achieve a Reflected Cross-Site Scripting a ..

we 7 CVE-2021-3271 CVSS3 undef/undef PressBooks 5.17.3 contains a cross-site scripting (XSS). Stored XSS can be submitted via the Book Info's
Long Description Body, and all actions to open or preview the books page will result in the triggering the stored XSS.

vulnbot A8 540 M

we 7 CVE-2021-26747 CVSS3 undef/undef Netis WF2780 2.3.40404 and WF2411 1.1.29629 devices allow Shell Metacharacter Injection into the
ping command, leading to remote code execution.

CVE-2021-3156 sudo IC & |7 2HERFIE D MEFEE #129

LR rtco opened this issue 28 days ago - 16 comments

¥

o0 commented 28 days ago - sed b sugy R Y
BE

sudo (IEHEICIZ sudoedit DAY KA 72 a YRATEESC BufferOverflow A% D, /(27— K& LT root ICEBRBTES

RBEFROPDE LI, None yet

sudo ( sudoedit ) AV FAGHRITTESRATERER I STMMENBDET.

BEESIIBY T MITFEN-YaY

Sudo versions 182 hough 153192 and 19 ihrough 1951 re ffcted

DL ]

Linked pul roquests
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+ High (12-15) : DY R ELBTTHUES CHIGT B
+ Medium (8-11) : — > ANAOHREY > THEY 5
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Wazuh (13 —) Agent ETFIILDEF ) T H

o OJEERIZEDN-BAKRL

o TJFAILEEMER (FIM)

o RUL—EZE

o RBIEAARUNIDINE / METFHERREN
Wazuh O#EZE-B AL IUT @pyama86 & & @tnmt xﬁazfi,?{fggﬁ
hiﬁbt(*"’f:° ~¥a’r;:imq:~;§r«awor;rmﬁ-c~
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Fixed URL anchors #2223
alberpilot merged 1 commit into wazuh:3.11 from hiboma:3.11-fix-url-anchors (2] on 7 Mar 2020

b Conversation 2 < Commits 1

@ hiboma commented on 23 Feb 2020
es rs for regex.

README.md

Wazuh Ruby Client

License [l ©) GitHub Workflow [BESSIRg) | vard [docs
A Ruby client for the wazuh APIs.
Installation

Add this line to your application's Gemfile:

gem 'wazuh-ruby-client’
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Centralized configuration CTEHEIE
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& tech /wazuh-local-rules

<> Code (1) Issues 10 19 Pull requests () Actions [1] Projects [0 wiki |~ Insights

Filters ~  Q is:pris:closed

Clear current search query, filters, and sorts

O 19 00Open v 193 Closed

W=IWETANDEER

KRICERUIIL—ILDEEER D ICBK DT AT 2T ENHRET,  local_rules/<H—ERZ>/<)b—IL
ID>.yaml IC)L—ILEATE BEEADLNILEZRY B2 TCIRKICEBTTFAMLET,

rule: |
<!— ZZIC rule Z&#HIT5 —
<rule id=123456789" level="12">
< 4vas >
</rule>
tests:
- log: full_log Z3IEXRTS
level: BELAIL ZEBTD
- log: "Oct 11 15:03:19 sslcache-10-241-0-69 sshd[24082]: Did not receive identification string from
level: 0
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$\VAZUH —> §€ kafka — M RaLs —> 4=

: — 5 | General SATA disk failure
1. Group Scope Flodding! JL—JL 1010 ®BAA BN TWE T, BH % drop LEXT b5 A . [18045039.399985] ata5.00: failed
Process segfaulted. command:
Feb 25 06:27:44 : kernel: [4494341.003069] Agent Rule ID
5138 (Level 7)
BMRRHYOR—TI—rN BNz, ZDT7I—EIEDH D Location Alert
/var/log/syslog realtime
Annotation
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We're Hiring!
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